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V9. FFaRAne
1. EHEMF

{&) The Ethereal Hetwork Analyzer

File Edit VYiew Go Capture Analyze Statistics Help

£k EE x &

Show the cafture nptinns...|

(@ Ethereal: Capture Dptions 10| x|

Capture
Interface: IBroaUcom 440x 10/100 Integrated Controller (Microsoff's Packet Scheduler) :\C = I

IP address: | Generic NdisWan adapter: \Device\NPF_GenerichdisWanAdapter
[IfEEEVERR] Droadcom 440x 10/100 Integrated Controller {(Micros . :

[ Capture | 4 -
[~ Limit each packetto las l bytes
Capture Filter: | - |

Capture File(s) Display Options

bie I m‘ [~ Update list of packets in real time

[~ Use multiple files

i 11_El megabyie(s i — [= Antomaticscrolling in live captire
I= Next file every I1 || mintie(s) [ [~ Hide capture info dialog

¥ Ring bufferwith | files

Mame Resolution

Il

[~ Stop capture after filefs

[ Enable MAC name resolution

Stop Capture ..

H colfa)

[ .. after L | PACKEL(E) [~ Enable network name resolution
[ . after 1 @ megabyte(s) | =
. after |1 E: minutars) | B ¥ Enable transport name resolution

Help | Capture I Cancel |

1% Interface JEIIUA Y i Facd, R HN b 223 i R4 5
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2. JFuE
=101

r Capture
Interface: IEroadcom 440x 10100 Integrated Controller (Microsoft's Packet Scheduler):'C |
IP address: 192.168.2.80

Linlk-layer header fype: Ethernetl Bt | Buﬁersize:|1 E megabyte(s)

[ Capture packets in promiscuous mode
[~ Limit each packet to |88 H, bytes
Capture Filter | f -

r Capture File(s) rDisplay Options

File: I ﬂ“7""‘5"-"| ™ Update list of packets in real time

[~ Use multiple files

[ Nextfile every megshyie(s) | v [=| Autormatic scrolling in live capture
[T Nextfile every |1 ,;l minute(s) | = [~ Hide capture info dialog
2 H

¥ Ring bufferwith files

Mame Resolution
[~ Stop.capture after [1 HﬁleusJ

~EStop Capture [¥ Enable MAC name resolution

[ .. after 1 E packet(s) |Perr0rm MAC layer name resolution while
[~ .. after 1 H megabite(s) | -
[ .. after 1 '_ZJ‘ minutels) | i ¥ Enable transport name resolution

Help | Capture I Cancel

i Capture $&8# T4 1P A3 14 3R
TG T -

@ Ethereal: Capture from Br: ;Iglll

-Captured Packets
Total 83 % of total
SCTP 0 0.0%
TCP 44 | ] 53.0%
UDP » [l 30.1%
ICMP 0 | 0.0%
ARP a | 10.8%
0OSPF 0 | 0.0%
GRE 0 0.0%
MetBIOS 0 | 0.0%
IPX L] || 6.0%
VINES 0 | 0.0%
Other 0 0.0%

Running 00:00:15
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File Edit View Go Capture Analyze Statistics Help

Bl & el DE*xWE Res2FL[EB QAQE

! Eilter'! ;! Expression | Qlearl Applyl
Mao. . | Time | Source | Destination | Protocol | Info
1 0.000000 192.168.2.217 220.246.4.210 upP Source port: 21514 Destinati
2 0.576854 192.168.2.210 192.168.2.255 NENS Name query NE D91TQP1X<20>
3 0.576920 192.168.2.80 Broadcast ARP who has 192.168.2.2107 Tell
4 0.377 92.168. 2. 92.168.2. 8 92.168. 2. 210 15 at O0:0a:eb:
5 0.577230 192.168.2.8B0 192.168.2.210 NENS Name query response NB 192.16
6 0.577751 192.168.2.210 192.168.2.80 TCP 1187 > netbios-ssn [SYN] seg=
7 0.577784 192.168.2.8B0 192.168.2.210 TCP netbios-ssn > 1187 [SYN, ACK]
& 0.578203 192.168.2.210 192.168.2.80 NBSS session reguest, To DILTQPLX<
9 0.578236 192.168.2.80 192.168.2.210 NESS Positive session response
10 0.578893 192.168.2.210 192.168.2.80 SMB Negotiate Protocol Request
11 0.582923 192.168.2.80 192.168.2.210 SMB Negotiate Protocol Response
12 0.584253 192.168.2.210 192.168.2.80 SMB sessijon Setup Andx Request, N
13 0.584415 192.168.2.80 192.168.2.210 SMB session Setup Andx Response,
14 0.585729 192.168.2.210 192.168.2.80 SMB session Setup Andx Request, N
15 0.588579 192.168.2.80 192.168.2.210 SMB Session Setup Andx Response
16 0.589302 192.168.2.210 192.168.2.80 SMB Tree Connect Andx Request, Pa
17 0.589368 192.168.2.80 192.168.2.210 £ > i esponse
18 0.590044 192.168.2.210 192.168.2.80 $Tﬂm%$_&wj)§ﬁﬁ‘esg, works
19 0.590284 192.168.2.80 192.168.2.210 LANMAN NetsServerEnum2 Response

= Frame 4 (60 bytes on wire, 60 bytes captured)
@ Ethernet II, Src: 00:0a:eb:23:cb:75, Dst: 00:11:43:75:be:58
[ Address Resolution Protocol (reply)

e % B0 P 3LA A

0000 00 11 43 75 be 58 00 Oa eb 23 cb 75 08 06 00 01 XL, LHFu.. ..
0010 08 00 06 04 00 02 00 Oa eb 23 cb 75 cO aB 02 d2  ........ . #oU
0020 00 11 43 75 be 58 cO a8 02 50 00 QO 00 00 0O 00 Fhn o) o (PR

0030 00 00 00 00 00 00 OO0 00 OO0 00 0O OO ...l ...l

168EHIHS

No. > P Time > i) I 7 Source~> EHLAL
Destination> H Fr bl Protocol > W JH il Info > fuy CHEk

Iy P AR
AR 1P P 24 ) sAZ 25 S BT s 20T 1P WA T AR, SRR

L LRAT B -

{5 (Untitled) — Ethereal

Eile Edit Yiew Go Capture Analyze Statistics Help

Bl &l &l N~ x & 8 { ¢

Filter: | Save this capturd file...|

Mo, . Time Source Destination
1 0.000000 192.168.2.217 220.246.4.210
2 0.576854 192.168.2.210 192.168.2.25%5
3 0.576920 192.168.2.80 Broadcast
T 32.1b8. 2. 2 D2.108. 2.
5 0.577230 192.168.2.80 192.168.2.210
6 0.577751 192.168.2.210 192.168.2. 80
7 0.577784 192.168.2.80 192.168.2.210

WS SCE A, EFORAY HaRLUR % “Save” HE5ERUERAY
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@ Ethereal: Save Capture File &=




